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Canh bdo da kénh: sms.

Imessage, viber, telegram ...

Cung cap dashboard theo
nghiép vu
B suu tap trigger ndng cao
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TONG QUAN VE HPT SMARTNOC

/‘ Twr dong xt Iy

Omni channel,
multichannel alert Automated
notification: stadk, telegram, remediation
call, sms, servicedesk.

Cung cdp dich vy nang cao
“ Giadm sat hiéu ndng (rng
dung

N Mathestiation )
C o

%MAR‘ b

— | |

Dé& dam béo cong tac giam sat ha tang hé théng — mang ctia doanh nghiép dwoc hiéu qua nhu:
thong tin vé tinh trang hé thdng dwoc thé hién mét cach trc quan — nhanh chéng, cac sw kién
ho&c sw cb phai duwgc thong bao dén ngwdi quan tri va doi ngi hé tro k§ thuat chinh xac, day du
va tirc thoi, hé tro cac kich ban khac phuc sw ¢d mét cach tw dong, ciing nhw ¢cé thé hé tro viéc
thdng ké, danh gia, bao cao va dw bao vé hiéu nang ctia hé théng CNTT, HPT dé xuét duoc trién
khai cong cu theo ddi, giam sat hé théng HPT SmartNOC dwa trén nén tang phat trién tlr Zabbix.

Zabbix dwgc sang lap béi Alexei Viadishev va hién tai dwgc phat trién cling nhw hd tro' béi td
chirc Zabbix SIA. Zabbix dwoc viét va phat trién dwéi ban quyén General Public License GPL
phién ban 2, véi muc dich giam sat va canh bao ha tAng CNTT trong hé théng ctia doanh nghiép,
t6 chirc. Zabbix cung cAp nhiéu phwong thire khac nhau phuc vu cho viéc gidam sat ha tAng CNTT,
gan nhu tat ¢ cac ha tang CNTT thong thwdng trong hé théng.

5 cap do trong chién lugc gidm sat

Tai lieu gi®i thiéu hé théng SmartNOC

Stage 5: Self-Driving ITOM
« AlOps

« Triage

« Autoremediation

Stage 4: Business Insights
« Customer journeys/
business processes
+ Relate business KPIs
to performance

Stage 3: Diagnostics

« Transaction monitoring
« Call stack tracing

« RCA

Stage 2: Service
Monitoring

* Metrics collection

« Performance monitoring

Stage 1: Availability

Monitoring

+ Event collection

« Event correlation
and analysis

L

Automated remediation

2FA authentication
Data Integrity

Professional service
Multichannel alert notification

Intuitive network topology
Application Performance Management
Based Dashboard Diversity dashboard level

Problem Detection Advanced triggers
Discovery

Metric Collection
Manually Deployment

Zabbix HPT SmartNOC

Preconfigured & prebuilt

Cobin Nang cao EPIChEt

Hinh 1. Biéu dé dinh vi céc tinh ndng HPT SmartNOC phét trién trén nén tédng Zabbix
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M6t sb trung hop co thé ap dung SmartNOC dé giai quyét cac bai toan nhu:

- S dung SmartNOC dé dam bao khach hang luén c6 dwoc thong tin hé théng CNTT du
cao hay thap diém.

- Nguoi quan tri st dung SmartNOC dé phat hién va xr ly sém sy ¢, ngay ca khi nguoi
dung cudi chwa phat hién hay cadm nhan.

- St dung SmartNOC giup cong ty giam dwoc chi phi cho CNTT ma van thyc thi dwoc
nhiém vu cung cap thong tin, dich vy, san pham.

HPT SmartNOC v&i tAm nhin la mdt gidi phap giam sat chuyén sau, hwéng dén do lwdng va dam
bao chét lwgng cho dich vu - ’ng dung - nghiép vu thdng qua cac kha nang: giam sat tat ca cac
thanh phan CNTT & nhiéu mé hinh trién khai khac nhau, phat hién va canh bao nhanh chéng véi
cac kénh hiéu qua, tich hop - twong tac va tw dong héa van hanh. Cu thé:

Kha nang giam sat hé thdng toan dién: v&i viéc gidam sat chat ché, da dang, chuyén sau dbi voi
cac hé théng may chu vat ly, may chid do hoa, thiét bi mang, thiét bj lwu trir va cac dich vu tang
&ng dung nhw Web, App, Database, Cache, Search, Queue,...hd tro trién khai va giam sat trén
ca hai moi trwdng On-Premises va Cloud.

HPT SmartNOC con mé rong kha nang giam sat t&i cac thiét bj loT, bo do nhiét d9, do &m, giam
sat hé thdng camera, mang lai cai nhin tbng thé vé toan bd hé sinh thai cong nghé trong doanh
nghiép

Kha nang tuy bién: cho phép ngudi quan tri co thé diéu chinh ngwdng canh bao linh hoat theo
chi sb cu thé hodc dy doan theo thdi gian linh hoat; Tuy chinh mau gl canh bao, théng béo phu
hop véi tirng van dé, sw cb va cap do, va nhiéu tuy chinh khac vé div liéu lwu trik, tham sb cu bd
cho trigger,...

Kha nang tinh hop va tw déng hoa cao: tich hop céac tac vu xi ly I16i tw déng nhw: Start/Stop dich
vu, xéa cache, ty déng scale Out/In, ty dong thwc hién cac kich ban khéi phuc hé thong khi co
tham hoa xay ra,...

HPT SmartNOC si¥ dung co' ché thong bao van dé, sw cb rat linh hoat qua cac kénh nhw: Email,
SMS, OTP app hay tham chi c6 thé goi dién tryc tiép t&i nguwoi quan tri dé chay théng bao dang
voice (can cé hé thdng tbng dai do). Hon niva, SmartNOC con c6 chirc nang canh bao vuwot cép,
bao céo lén cép cao hon (escalate), néu nhw cac van dé chwa dwoc xi ly trong thdi gian quy
dinh. HPT SmartNOC cung cép b&o cdo, biéu d6 chi tiét va div liéu cuc ki chinh xac dwa trén co
s& di¥ liéu da thu thap dwoc tlr cac thiét bi, dich vu,...

Bao cao trec quan va tap trung vao dich vu, (rng dung, nghiép vu: tat ca cac bao cao, théng ké,
céac biéu dd, chi s6 gidi han hay ca viéc ciu hinh quan tri déu qua giao dién web tinh t&, don gian
va dep mat. HPT SmartNOC con c6 thé tuy chinh cac bao céo linh hoat, do d6 d& dang cho viéc
giam sat, do lwong chét lwong ha tang hd tro cho dich vu - ’ng dung va nghiép vu.
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Hinh 2. M6 hinh téng quét cda HPT SmartNOC

HPT SmartNOC duoc trién khai linh hoat, phii hop véi nhiéu mé hinh tir doanh nghiép nhé, vira dén cac
doanh nghiép I&n. Giai phap nay hé trg da dang ha tang, tir truyén thdng dén trén cloud, déng thoi cé thé
két hop mo hinh hybrid dé ti wu héa hiéu qua. D&c biét, tai nguyén cung cip ctia HPT SmartNOC rét
linh hoat, tir phirc tap dén don gian, tham chi cé thé tan dung cac thiét bi nhw PC hodc Raspberry Pi dé
dap (rng nhu cau van hanh
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|§| Printer
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. SmartNoc Eﬁ‘ web

Database ** Frontend

Hinh 3. Mé hinh trién khai HPT SmartNOC

4 3 | Pa ge
Tai lieu gi®i thiéu hé théng SmartNOC

Thong tin cong khai HPT (E)



hpt

CONG TY C6 PHAN DICH VU CONG NGHE TIN HOC HPT

hpt vietham corporation

Head Office: Lot E2a-3, D1 5t., Saigon High Tech Park, Long Thanh My Ward, Dist.9, HCMC, Vietnam
Tel: +{84 28) 54123 400= Fax: +(84 28) 54 108 801

Website: www. hpt.wn

2 CAC THANH PHAN CUA HE THONG SMARTNOC

Néu nhin HPT SmartNOC & géc d6 don gian, cac thanh phan ctia né bao gém SmartNOC server
dwoc dat & vi tri trung tam, va két néi véi cac hé thdng quan tri, thu thap thong tin khac. Hinh bén
dwdi mé td mot hé théng HPT SmartNOC don gidn véi mét vai tinh nang giam sat va két ndi dén
céc loai thiét bi dwoc giam sat khac nhau.

Router, ICMP Checks

Webpages

Printers, SNMP v1

Switches, SNMP v2

NAS, SNMP v3

S Servers, IPMI Interface

Servers, SNMP Interface

Windows Servers, Agent

Hinh 4.  Kién tric co ban cta HPT SmartNOC

SmartNOC Server: Day 1a hé théng trung tdm, né chiu trach nhiém cho péc hoat déng kiém tra
dich vu tir xa, thu thap thdéng tin, Iwu trlr di¥ liéu vao database, hién thi sé liéu 1én web frontend,
canh bao, tich hgp ty dong hoa.

Proxy: La may chi dwoc dung cho viéc quan ly nhiéu nhanh hé thg‘mg & xa, hodc cac Iop mang
khac nhau. Twr Proxy sé thu thap céc thdng tin thiét bi roi chuyén tiép vé cho SmartNOC Server.

Agent: La (rng dung, cai dat trén cac may tram can giam sat. N6 lay cac théng s6 can giam sat
va gi vé cho SmartNOC Server hodc nhan nhiém vu thwc thi Action tir SmartNOC Server gtvi

xubng.

Module tich hop (tuy chon):

A —— 4|Page
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Netflow Collector: chiu trach nhiém thu thap va phan tich di¥ liéu lubng mang tlr cac thiét
bi mang trong hé thdng. Ghi nhan thong tin chi tiét vé lvu lwong mang, bao gdm ngudn,
dich, giao thtrc, va khéi lwong div liéu truyén tai. D liéu sau khi thu thap dwoc xiv ly dé
cung cap cac bao céo phan tich, biéu d6 trwc quan vé tinh trang mang, giup phat hién
cac van dé nhw nghén mang, st dung bang théng bat thuwéng, hodc cac mau lwu lwong
dang ngo. Hé tro téi wu héa hiéu suat mang va dam béo an toan théng tin théng qua
viéc giam sat lién tuc.

OpenTelemetry Collector: 1a trung tam thu thap, x& ly va chuyén tiép di¥ liéu quan sat
(telemetry data) tr cac wng dung va hé théng. N6 hé tro thu thap cac loai di¥ liéu nhw
traces, metrics va logs, cho phép giam sat hiéu suét va trang thai ctia cac dich vu trong
thoi gian thwe. D liéu sau khi dwoc thu thap cé thé dwoc xt ly, loc, hodc lam giau
trwde khi chuyén tiép dén cac hé théng phan tich ho&c lwu trir nhw SmartNOC Server

Advanced Custom Visualization Module: Module nay cung cap kha nang tao va tuy
chinh cac biéu dién trwc quan di liéu nang cao, dap tng cac nhu cau phirc tap va dac
thu cua ngudi dung.

Mot s6 mé hinh trién khai dién hinh

—————————————————————————————————————————————————

T Agent

Data Holder

Agent/Scpt

Database luu tri¥ khudn m3t

Agent/Scipt Agent

R Database luu tri¥ di¥ lidu sau
I S iy Al
Web Server
| e I
]

Switch Core

v/
®

Hinh 5. M6 hinh thuc té SmartNOC gidm sét hé théng nhén dién khuén mét
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3 CAC HINH THU’C CUNG CAP SAN PHAM - GIAI PHAP - DICH VU HPT SMARTNOC
3.1 HINH THU'C CUNG CAP DANG TURN-KEY

HPT sé tién hanh cung cép phan mém, thuc hién viéc cai dat, thiét 1ap cac tham s6 quan tri
theo nhu cau va chuyén giao cong nghé. V&i hinh thtre nay, khach hang can chuén bj sdn sang
ha tAng dé trién khai hé théng giam sat HPT SmartNOC.

HPT SUPPORT CENTER CUSTOMER’S DATACENTER

§S

PSR ~_wy e 1T Admins Local

B o
S W

IT Admins HPT e ¥

SmartNOC Trigger Action  Notification

Hinh 6. M6 hinh Turnkey

HPT SmartNOC sé& dwoc cai dat tai site chinh dé& monitor cac thiét bi tai do. Déi véi cac site con
lai can dam bao van dé ket noi mang thdng suot gitra cac thiét bj téi may chu SmartNOC hoac
str dung Proxy dé két ndi va truyén di¥ liéu t&i SmartNOC Server.

S dung Agent, SNMP, IPMI, ... tly vao thiét bi, d& day di¥ liéu monitor v& cho may chu
SmartNOC trung tam dat tai DC.

Yéu cau cai dat:
CAu hinh téi thiéu dé cai dat hé théng SmartNOC nhw sau:
+  S6lwong: 1 may chi o str dung Ubuntu 22.04 ( hodc 24.04) (SmartNOC + Database)

+ CPU: 2 core

+ RAM: 4GB

+ HDD: 100GB
*+ NET: 1Gbps

| 7|Page
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Cac may chi can monitor phai dwoc cai dat Agent va phai dwoc két ndi mang dén may chd trung
tam. Cac port can duwgc mé nhw sau:

«  SmartNOC Server: 80, 443, 10050, 10051
+ Agent: 10050

Dbi v&i cac thiét bi mang can mé SNMP va cung cap cac SNMP_COMMUNITY dé cau hinh 1én
SmartNOC server.

Pé tich hop tinh nang giam sat Netflow can m& thém port 2055 tir thiét bj mang toi module
Netflow Collector. Tinh nang chi ho trg cac ma thiét bi mang cé ho tro tinh nang xuat Netflow.

Can co 1 tai khoan email, tai khodn nay sé dwoc cau hinh vao SmartNOC server dé givi mail
notification t&i ngwoi quan tri. Triwdng hop, can giri SMS thi phai chuén bj thém SMS gateway.
Néu can goi dién thong bao thi phai cai dat hoac tich hgp thém tong dai ao.

3.2 HINH THUC HOSTED & MANAGED SERVICES

3.2.1 TONG QUAN VE DICH VU

HPT dé xuét‘hinh thire S}]’ dung HPT SmartNOC‘c’)’ dang cho thué dich vu vé&i nhiéu tuy chon
linh hoat, nham giam thiéu chi phi dau tw va nguon lwc van hanh cho khach hang: cung cap
dich vy giam sat, cho thué toan bé hé thong giam sat.

Khac v&i SmartNOC Turn-key, SmartNOC Hosted & managed service sé st dung ha tang cla
HPT dé trién khai hé théng. Déi véi hinh thirc nay, khach hang sé dwoc cung cép nhiéu tinh
ndng giam sat chuyén sau cho céac dich vu/trng dung; Hé théng SmartNOC sé& ludn dwoc cap
nhat céac tinh ndng giam sat mai, hiéu qua va linh déng hon; Co hd tro thém cac tac vu tw déng
héa theo yéu cau cla khach hang.

Vi hinh thirc nay, khach hang sé dwoc cung cap toan bo tai khoan giam sat Smartnoc theo
tenant doanh nghiép théng qua mét giao dién Web. Khach hang cé thé gi¢i han quyén truy cap
vao SmartNOC Web Admin nhw viéc chi cho phép mét sé dia chi IP dwoc phép truy cap vao trang
quan tri.

3.2.2 DICHVU HOSTED (MONITORING AS AS SERVICES)

C‘éc thiét bj Proxy sé Quo’c thiét I@p va cai dat tai cac site ctia khach hé@g, thu thap théng tin
can giam sat va gl vé cho hé thong may chd SmartNOC dat tai HPT dé Iwu trir va xtv ly.

Cac két ndi gitta SmartNOC va Proxy sé dwoc thiét 1ap Tunnel VPN riéng biét dé dam bao div
liéu truyén di dwoc an toan va bao mat.

Doi voi cac thiét bi tai site khach hang, van can cai dat Agent, SNMP, IPMI,.. dé c6 thé thu thap
dwoc cac thong tin va glvi vé cho Proxy.

g 8|Page
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Hinh 7. M6 hinh trién khai SmartNOC — Hosted

Yéu ciu cai dat
HPT sé& dam nhiém ha tang cho hé théng SmartNOC, dam bao rang hé théng SmartNOC luén
san sang dap trng cac yéu cau giam sat mét cach nhanh chong, kip thoi. Cac thanh phan trong

hé thdng S[nartNOC duoc thiét ké, tbi wu hoa vai nhiéu cluster tach biét nhau, nham ting kha
nang chju I6i cia hé thong.

Dbi voi site cia khach hang, HPT sé& dat mot thiét bj Intel NUC, st dung lam Proxy dé lay cac
théng tin can giam sat va sau dé gl vé cho hé théng SmartNOC trung tadm dat tai HPT. Truwdng
hop linh ddng khac, khach hang cé thé cung cdp may chi do, dé HPT trién khai Proxy 1&n may
cht d6 ma khéng can thiét bj Inter NUC. C4u hinh tbi thiu cho may chd do (Proxy) nhw sau:

+ S6 lwong: 1 may chi do sir dung OS Ubuntu 22.04 (ho&c 24.04) (Proxy + Database

tam)
+ CPU: 2 core
+ RAM: 4GB
+ HDD: 100GB
*+ NET: 1Gbps

Céac may chi ctia khach hang mudn gidm sat can duwoc cai dat Agent va cé két ndéi mang dén
may chud Proxy. Cac port can dwgc m& nhuw sau:

* Proxy Server: 10050, 10051
* Agent: 10050
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Dbi véi cac thiét bi networks can m& SNMP va cung cap cac SNMP_COMMUNITY dé cau hinh
[én SmartNOC server.

Dé tich hop tinh nang giam sat Netflow can m& thém port 2055 tir thiét bi mang téi module
Netflow Collector. Tinh nang chi ho trg cac ma thiét bi mang co6 ho tro tinh nang xuat Netflow.

Can c6 1 tai khodn email, tai khodn nay sé dugc cau hinh vao SmartNOC server dé giri mail
notification t¢i ngwdi quan tri ctia khach hang. Trwdong hgp, khach hang can givi SMS thi phai
dang ky thém dich vu SMS gateway v&i HPT. Twong tw, néu khach hang can goi dién théng bao.

3.2.3 DICH VU CHO THUE TOAN BO HE THONG GIAM SAT

HPT sé& cung cép toan bo cac trang thiét bi can thiét (may chu, lwu tri, phan mém ...) tai ha
tang ctia khach hang. Cong tac giam sat va van hanh sé do khach hang hoac do ki sw cia HPT
thwe hién (tr xa, théng qua két ndi an toan) tuy theo nhu cau.
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3.3 DICH VU HPT SMARTNOC NANG CAO

3.3.1

3.3.2

DICH VU TRIEN KHAI VA PHAT TRIEN PHAN MEM NANG CAO

Xay dung va phat trién cac template chuyén sau, giam sat theo yéu ciu ctia khach hang.

Xay dwng va gidm sat chuyén sau cho hé quan tri co s& di¥ liéu c6 cau tric hodc phi ciu
trdc.

Thiét 1ap cac tinh ndng nang cao va diéu chinh giao dién va canh bao theo yéu cau.

Tich hop hé théng giam sat SmartNOC véi cac hé thdng khac nhw: Ticket system,
Management system, Automation system, VolP, ERP, CRM,...

Xay dwng/thiét 1ap cac mé hinh may chi/mang chuyén sau dwoc giam sat theo thoi gian
thwc.

Hb tro’ giai dap/huéng dan/x ly 16i phat sinh trong SmartNOC.

DICH VU TRUC GIAM SAT HE THONG

HPT cung cap nguén luc truc giam sat hé théng SmartNOC khi khach hang ¢ nhu cau.

Doi ngii HPT sé giam sat, theo doi hé thdng cua khach hang theo hop dong va cam két cu thé
nhuw: 8x5, 8x7, 24x7. Cac Ki suc tryee giam sat sé chu dong givi canh bao toi khach hang bang
moi cach, khi hé thong cé nguy co gap sw ¢ hoac co6 sy co dang phat sinh trong hé thong hiéu

hiru.

Hé théng dwoc doi ngli HPT giam sat sé dwoc théng ké va bao cao sw ¢ phat sinh theo mbc
thoi gian hdng tuan, hang thang hodc hang quy, hang nam. Bé cac don vi quan ly, nguwdi quan
tri co thé ndm bat dworc tinh trang hé théng, tir d6 dwa ra cac quyét dinh diéu chinh, thay thé
hop ly, chinh xac.
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3.4 CAC NGUYEN TAC KHI CUNG CAP SAN PHAM - GIAI PHAP - DICH VU

e Thiét ké hé thdng, dac biét cac thiét ké lién quan dén viéc két ndi mang gitra khach hang
va HPT can dwoc xem xét va ddm bao vé an toan thong tin. Cac két ndi phai dwoc kiém
soat, Iuéng di¥ liéu phai dwgc ma héa. Cong khai va minh bach vé théng tin di¥ liéu duwoc
tiép can, thu thap va xt ly.

e Cu ky sw c6 kinh nghiém va dung chuyén moén.

 Doi ngli tham gia déu dwoc dao tao day du va yéu cau tuan thi vé cac quy trinh, tai liéu
va hudng dan cbng viéc trwde khi tham gia dy an.

e Trong qua trinh tw van, trién khai, gidm sat, néu gap sw ¢ ngoai quy trinh hoac tw danh
gia khong giai quyet ngay dugc can phoi hop voi khach hang, chuyén gia ndi bo, doi tac
va chuyén gia cia Hang c¢ lién quan dé duoc ho tro.

e Cac thanh vién tham gia dw an can chd y dén cac van dé an ninh, kiém soat. Trinh bao
va tuan tha théi gian lam viéc.

e DGingl tryee giam sat phai dam bao bao cao du va thdng tin bao cao la chinh xac, khong
bao cao sai sy that lam khé khan trong cong tac hé trgr va quan tri chung.

e Dam bao théng subt thong tin lién lac trong subt qua trinh thuc hién hop dong.

e Trong qua trinh thwc hién dw an cac ky sw, chuyén gia trién khai phai tuan tha nghiém
ngat vé:

o Dam bao cac quy dinh vé ra vao co quan, dén tiép khach, déi tac...
o Dam bao cac quy dinh vé quan ly Data Center (néu c6 truy cap)
o Dam bao cac quy dinh vé truy cap va an toan théng tin

o An toan vé phan mém, trang thiét bi may méc va hé thdng dang van hanh
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4 GIA TRI MANG LAI CHO DOANH NGHIEP

+ CNTT thuwe thi dwoc cam két (vé hiéu ning, tinh sn sang) véi hoat ddng kinh doanh

Giam thiéu thi gian giam sat, phat hién, canh bao, do tim, x ly sw ¢d

Tiét kiém chi phi dau tw va van hanh hé théng CNTT

* Po lwdng dwoc hiéu qua dau tw —van hanh

* Do lwerng su phi hop véi céc tiéu chudn qudc té€ nhw: 15027001, HIPPA, PCI DSS ...

Bodng vai tro nhi mét "bac st thong minh, SmartNOC trén mét man hinh duy nhét co thé cung
cap day du tinh trang ve hé thong CNTT, gilip cac nha quan tri ha tang, (rng dung giam thieu toi
da thoi gian giam sat, phat hién, cénh} bao, do tim, x( ly sy c0; tir do tap trung vao cac cong
viéc quan trong nhu toi Lu va phat trién hé thong, rng dung. Boi voi doanh nghiép, SmartNOC
mang lai nhiéu lgi ich vé chi phi dau tw hé thong giam sat, chi phi dau tw hé thong thiét bj
CNTT, chi phi dau tw con nguoi.

Cac use-case cu thé ciia SmartNOC mang lai cho doanh nghiép:

- Giam thiéu thi gian giam sat, phat hién, canh bao, do tim va st ly sw c6:

o Khong c6 SmartNOC: Thong thwang, khi giam sat bang hé thong mét cach thi cong thi
mot khi hé thong da Xay ra sy cO roi thi nha quan tri m&i nam bat dwoc thong tin. Va rat
co thé rang khi xr ly xong s c0 thi nha quan tri van khéng thé xac dinh dwgc nguyén
nhan géc ré clia sw co duoc xué} phat ttr dau vi trong hé thong khéng ¢é 1 thanh phan
nao dé lwu lai cac logs clia sy c6 do.

o Khi cd SmartNOC:

* Thu thap di liéu giam sat t moi ngudn: ngudi quan tri co thé giam sat moi thanh
phan clia hé thong bao gom thiét bi mang, may chu, thiét bi lwu tri¥, dich vu dam

may, container, may ch &o, database, log file, tng dung, dich vu,... hau hét tat ca
cac thanh phan co trong hé thong doanh nghiép.

= S dung agent dé giam sat: dé& co thé quan tri dwoc hé thdng chuyén sau va nhanh
chéng, ngudi quan tri co thé cai dat agent clia cac phan mém giam sat hé théng dé
tr d6 cé thé thu thap dwoc chuyén séu cac ng dung, dich vu chay bén trong hé
thédng may ch.

» Giam sat khong st dung agent: ngoai viéc thu thap dir liéu tlr cac agent cai dat Ién
trong hé thdng may cha thi nguwdi quan tri c6 thé cu hinh céac giao thirc SNMP,
SSH, Telnet, IPMI, ICMP & TCP check, HTTP, ODBC,... dé& giam sat cac thiét bi
mang, (’ng dung web, hé thdng may cha, hé théng lwu tri,. ..

= Gui canh bao dén nguoi quan tri: dé co thé nhanh chong canh bao dén nguoi quan
tri, Cép san pham theo doéi hé thong thwong di kém cac dich vu canh bao dwoc cai
d&t s8n trong gidi phap giam sat mang. D& nhan dwoc cac canh bao chinh xac,
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nguwoi quan tri co thé cau hinh cac ngwéng givi canh bao, cac quy tac va template
canh bao ciling nhw cau hinh cac canh bao gi qua email, s6 dién thoai,...

- Tiét kiém chi phi van hanh hé thong CNTT:

o Khong c6 SmartNOC: Rat nhiéu team chuyén mén vé CNTT (Database, System,
Network, Security, App...) sé phai tham gia vao cong tac giam sat dé xem xét tinh hinh
hé thong nhw thé nao, hoat dong cc’>,6n dinh khong... Va déi khi c6 1 sy c0 & trong cac
team trén cling co6 thé anh hwdng dén cac team con lai.

L4y vi du: Khi 'ng dung hém nay dworc truy cap khdng con mwot ma nhw hém qua thi:
= Team App sé& phai vao kiém tra xem code hdm nay c6 van dé gi khong.
= Team System sé phai vao xem xét coi thtr hiéu nang ctia hé théng c6 d&m bao cho

viéc hoat déng tron tru khéng. Cé trng dung nao trong hé thdng chiém hét tai nguyén
cla cac wrng dung con lai khong...

* Team Network sé phai vao kiém’tra xem hé théng mang doanh nghiép hom nay co
van dé gi khoéng, Cap quang cé 6n dinh khéng, nha mang cé bi sy cb gi ma khdng
thong bao cho doanh nghiép khéng...

» Team Database sé phai vao kiém tra xem c6 lénh nao dang bi nghén khdng, tunning
database c6 tot khéng, cé bi tran log dan dén viéc anh hwdng dén hé thong khéng...

= RAtnhiéu team sé phai tham gia de giai quyét 1 van dé duy nhéat (do mang cua
end-user c6 van dé hoac do 16i vé hiéu ning cta 1 trong cac team)

o Khicé SmartNOC: Moi thir dwoc giam sat mét cach tw déng. Cac van dé cla cac team
nhw da liét ké bén trén sé duwgc giam sat 1 cach tw dong ma khong can cac thao tac
bang tay thdng thwdng. Ngoai ra, trudc khi cb sy cb vé hiéu nang, sw cb vé hé théng
SmartNOC da canh bao cho tirng team ngay tir d&u dé han ché anh hwéng dén viéc
truy cap rng dung ctia ngwdi dung. Vi moi thir dwgc giam sat, canh béo mot céch tw
dong nén cac team chuyén mon sé tap trung vao cong viéc cia ho nhieu hon nham
mang lai nhiéu gia tri cho doanh nghiép hon la viéc phai danh qua nhiéu thoi gian cho
viéc giam sat hé thong c6 hoat déng 1 cach on dinh hay khong?

- Tiét kiém chi phi dau tw hé thong CNTT:
D4t tinh hudng vé viéc van hanh céng nghé théng tin nhw trén.

o Khong c6 SmartNOC: Khi co sw 96 ma cac team van khéng tim ra dwoc nguyén nhan
vi khéng c6 1 hé thong giam sat tong thé nao ca, thi cac team sé xac dinh nguyén nhan
theo cach vét can.
= Team System sé nang cip hé thdng phan system dé dap trng cho (rng dung
= Team Network sé& nang cap dwéng truyén dé dap (rng cho (rng dung ltc cé nhiéu

lwot truy cap
» Twong ty v&i cac team khac.
T d6 sé dan dén viéc dau tw khéng dung hoac Iang phi.

o Khico SmartNOC: Cac team hoéc nha quan ly sé tim dling nguyén nhan géc ré va dau
tw dung cho dé giai quyét cac van de ve CNTT ma doanh nghiép dang gap phai.
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o Do luong dugc hiéu qua ctia dau tw: Viéc sizing hé thong ngay tir dau duoc duwa ra va
doanh nghiép can xac dinh dugc hiéu qua cQa viéc dau tw do co chinh xac khong va
buffer hién tai cé qua nhieu hay khéng (chi nam trong pham vi clia ha tang CNTT)
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5 VISAO HPT?

V6&i hon 30 ndm kinh nghiém trién khai dw an (rng dung CNTT-TT cho céc t6 chirc cong va cac
linh vie kinh t& mii nhon. HPT tap trung dau tw va phat trién nang lwc chuyen séu cho mang
CNTT-TT, tich hgp cébng nghé, phat trién phan mém va dich vuy; Lién tuc clng ¢ va nang cao
nang lwc noi tai theo cac tiéu chuan ctia khu vuwe va quéc té. Bat kip lan séng chuyén déi s6 va
chuyén dbi quan tri, chuyén ddi giai phap/ dich vu cung cap cho khach hang theo hwong chuyén
doi so.

HPT Ia déi tac chién lvoc ctia cac hang CNTT hang dau thé gioi, hop tac toan dién trong hau hét
cac mang giai phap theo xu hwéng cong nghé méi nhat, dat cap dé doi tac cao cap, la doi tac
dwoc dé xuat (preferred partner) trong nhieu mang san pham/ gidi phap.

HPT dwoc cong nhan la Doanh nghiép Khoa hoc cong nghé voi 21 san pham, giai phap, dich vu
thudc cac mang: Tich hop hé thong, Phan mém, An toan thong tin, Dich vu CNTT.

Két hop kinh nghiém chuyén sau trong viéc trién khai, tich hop CNTT-TT cung hon 7 ndm nghién
ctru, van hanh, phat trién giai phap SmartNOC, HPT s&n sang cung cap va phdi hop véi dbi tac,
khach hang xay dwng cac module gidam sat chuyén sau/ chuyén biét dap &ng cac nhu cau giam
sat nang cao, tuy bién theo cac nghanh hep.

Chung t6i da tw van, trién khai giai phap giam sat toan dién hé thong CNTT-TT cho cac tb chirc,
doanh nghiép I&n bang HPT SmartNOC nhw:

e Giam sat chuyén sau hé thdng Unifi Wifi cho hon 3000 access-point ctia FPT-FTI

e Giam sat hé théng mang, may cha, dich vu cho céng ty TNHH May méc AllianeOne

e Giam sat sau ha tang mang, may chd, co s& di¥ liéu va hé théng Kubernetes cho cong ty
CoO phan Két Noi Nhan Tai.

e Giam sat ha tAng - hé théng CNTT cho Sé& théng tin truyén théng Tinh Hau Giang.

e Giam sat toan bo hé thdng CNTT, dam bao chét lwong dich vu va trai nghiém khach hang
cho céng ty Co phan Chuyén Phat Nhanh New Post

e Giam sat va cung cap dich vu giam sat 24/7 cho toan bd ha tang CNTT cla Ajinomoto
Viét Nam.

e Nhan dwoc danh gia cao cho case study giam sat da ing dung trén nhiéu nén tang Public
Cloud cho Céng ty TNHH Kinh doanh Thwong mai va Dich vu VINFAST

HPT ty hao gidi thiéu HPT SmartNOC — giai phap giam sat CNTT toan dién, linh hoat, dwoc
coéng nhan s& hivu tri tué va vinh dw dat Gidi Sao Khué 2025, khang dinh vi thé tién phong trong
hanh trinh chuyén dbi s6.
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hpt

6 PHULUC - MOT SO HINH ANH VE HE THONG
6.1 DASHBOARDS

Phan Dashboard s& hién thij cac thong tin tong quat clia hé thdng nhw cac Problems hién dang
ton tai trong hé thong, nhirng problems do roi vao nhdém nao, hé thong nao, ...

hpt

Monitoring  Inventory  Reports  Configuration  Administration QO swpt
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= Zaboix server: sda. Disk wite rae = Zabbix server. sda’ Disk read rate = Zabbox server Interface ens33, Bils received = Zabbix server. Inferface ens33. Bits sent Response code for $189 “Access the hptvn site” of scenadio hptve” 200

Sman NOC 4.4 1 ©2001-2019, HPT Corp

Hinh 8. Dashboards

Ho tro tuy chinh v&i da dang cac widget hién thi théng tin tir tbng quan dén chi tiét gitp ngudi
giam sat dé dang nam bat thong tin trinh trang ctia hé thong
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running

Hinh 9. Dashboard giam sat Docker

Muc Latest Data, sé hién cac théng tin chi tiét theo cac items thu thap dwoc clia méi host khac

nhau.

Dashbosrd  Problems Overview Web  Latestdsts Triggers Graphs  Screens

Latest data

Hostgroups  DVG-Hosts %

HTTP service (1 Item)
HTTP service is running

WO Stats Windows (4 tems)

U5 APP Fool (40 ftems)

MGTHIS Site (31 lie

Outging traffic statistics on vrmet3 Ethemet Adapter
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CPU load 5 minutes

Discovery  Services

Up (1)

8051 GB

60.80 GB +840KE

37 Mbps +1.7 Mbps

475 Nbps +2.07 Mbps
86 Mbps +4 Mbps

Hinh 10. Latest data
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l\/[uc, Web, hién thj cac thong tin wepsite dwoc cu hinh monitor va cac théng tin monitor chi tiét
ve toc do truy cap, thédi gian phan hoi, status code,

hpt o ¥ Repols C: o Adr a a B Ty
Details of web scenario: hpt.vn .|
sccess e hplun s 502 KE 52731 8ms 20
ToTL s 7atsms

< zomou >

Apply

hpt.vn: Speed
200 Bps

150 KBps
100 KEps

50 kBps

ast min avg max
B Download speed for step "Access the hpt.un site” of scenario "hpt.n”. [avg] 6.02KBps 6.01KBps 65.77 KBps  155.77 KBps

hpt.vn: Response time

last a max

avg
B Response time ario “hptvn®.  [avg] P31oms 2217ms  3553056ms 55 7435ms

Hinh 11.  Web scenario

Muc Trigger, hién thi cac trigger da thong bao va trang thai cua trigger la OK hay PROBLEM tw
doé nguo’l quan tri sé& biét dwoc sy cb dang xay ra la gi, dén tir thiét bj nao, d& nhanh chéng kiém
tra va xtr ly.

Dashboard  Problems  Oveniew Web Latestdota Tnggers Graphs Soreens  Maps  Discovery  Senvioes

Triggers Group ost ¥ Host DVCMGT-03

Show  Recentpmblems  Problems  Any
Acknowiedge status | Any v
Evenis  Hide all v

Minimum tigger severity  Not classified ¥ ‘Show hosts in maintenance

Age less than days ‘Show details

[

= P . C-MG Zabbix Agent DVC-MGT-03 is down

DV MGT02

DV MGT02

o] 2 Ve MGT03

DV MGT02

03

Hinh 12.  Triggers
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Muc Graphs va Screens dé hién thj cac thong tin thu thap dwoc dwoi dang biéu do, tién cho cac
nhan vién phong SOC theo dbi hé thong.

Dashboard FProblems Overview Web Latestdata Trigges Graphs Screens Maps  Dicovery  Services

Group | DVC-Hosts ¥ Host DVC-MGT-03

rganizationAdmin
ortal

o
115 AppPool App UploadFileSevePortal

Hinh 13.  Graphs

6.2 NETWORKS

Hau hét cac thiét bi Network, Firewall c6 hé tr SNMP déu c6 thé monitor dwoc bang
SmartNOC.,Céc théng tin t6i thieu ma SmartNOC c6 thé monitor la: Traffic, CPU load, RAM,
nhiét do thiét bi, port up/down, ...

Dashbosrd  Problems  Oweview Web Lslestdsta Triggers Graphs Screens  Maps  Discovery  Servioss

Graphs Group Device Network 2017 ¥ Host| Switch4500_CORE_Rack 1 ¥

«c 6m 1m 7d 1 12h 1h 5m | $m 1h 120 1d 7d 1m 6m =2

Hinh 14.  Switch core 4500 - 1

Web Lalestdata Triggers Graphs Sc
Group | Devios Network 2017 ¥ | Host | Switch4500_CORE_Rack 1 ¥ | Graph Interface PoS0(: Network traffic

Fiter &
20190812 14:43 - 20190812 1

Hinh 15.  Switch core 4500 — 2
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Hostgroups Templates Hosts Maimenance Actons Eventcomelaton Discovery  Senvices
Triggers Group| Device Netwark 2017
r
Fiter &

all  Notchssfied Information Wiaming  Awerage

Unknown

St)<>1 or fF5-01:
m IasK]}>00
1 lastf}}<>1 or fF
\_Poor ] astu)j<>1
m Fool | last{Of}=1
ast{O)<>1

ltmPoolMember

\_Poor] lastiD)j<>1
ol | astO]}=1

Foollastofc1
B

Dashboard Problems Overview Web Latestdata Trggers Graphs Screens Maps  Discovery

Graphs Group | Devioe Network 2017 ¥ | Host|F5.01 v Graph GioDucComnections v [l [& BB

Zoom: 5m 15m 30m 1h 2h 3n 6h 120 1d 3d 7d 14d 1m 3m 6m 2 2018-08-12 14:44 - 2010-08-12 15:44 (now?)
“ PRI
«e Bm 1m 7d 1d 12h th 5m | 5m 1h 12h 1d 7d im 6m »» 1h fxed

F5-01: GiaoDuc-Con

Hinh 17. F5-2

Dashboard Problems Owverview Web Lstestdsta Triggers Graphs  Screens

Graphs Group Device Network 2017 ¥ Host F5-01 v Graph Dangkykham-Connectons v |9l (G [27

Zoom: 5m 15m 30m 1h Zh 3h 6h 12h 1d 3d 7d 14 Im 3m 6m AV 2019.08-12 0845 - 2019-08-12 15:45 (nowe))
“ e
<< Bm 1m 7d 1d 12h 1h 5m | Sm 1h 12h 1d 7d 1m 6m »» Bh foed

nnections (6h)

fCommon/Dangkykinam Nodedl
Common/Dangkykham_Node02
m_hodeos

Server-Side connactions
Server-side connections In 1C

Hinh 18. F5-3
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Dashboard Problems Oweview Web Latestdsta Triggers Geaphs Screens Maps  Dicowery  Services

Graphs Group | Device Network 2017 ¥ Host| Palo Allo Graph| Trafbe on aef v B @ E

Zoom: 5m 15m 30m 1h 2h 3h 6k 12h 1d 3d Td 44d Im 3m 6m A1 2 6 - 2019-08-12 15:48 (now!

1h 5m 1 3m th 12h

Hinh 19. Paloalto - 1

Dashboard Problems Overview Web Lstestdsta Triggers  Graphs Discovery  Services

Graphs Group | Device Network 2017 ¥ Host| Palo Alio v Graph Actve TOPIUDP sessions v [941 [@

Gm 1m 7d 1d 12k 1h 5m | 5m 1h 12h 1d 7d Im Bm ss

Hinh 20. Paloalto — 2

ot Templated ftems -~ Tempiated fzms

Without triggers - With trggers

iHCOuBroadcastPhislethemet2/11] NMPY2 agent Interfaces
i NMPY2 agent Interfaces
i NMPY2 agent Interfaces
i NMPY2 agent Interfaces
HCOUBroadcastPhslethemet2) NMPY2 agent Interfsces
HCOUBroadcastPhslethemet2) NMPY2 agent Interfsces
HCOUBroadcastPhslethemet2) NMPY2 agent Interfsces
HCOUBroadcastPksethemat2H 8] NMPY2 agent Interfsces
HCOUBroadcastPksethemat2r ] NMPY2 agent Interfsces
HCOUBroadcastPkslethemat2i20] NMPY2 agent Interfsces
HCOUBroadcastPksethemat2i21] NMPY2 agent Interfsces
HCOUBroadcastPRsethemet2i22] NMPY2 agent Interfsces
HCOUBroadcastPRssthemat2i23] NMPY2 agent Interfsces
HCOUBoadcastPksethemat2i24] NMPY2 agent Interfsces
IHCOuBroadcastPhishat-z] SNMPy2 agent Interfsces
HCOuBroadcastPhshal-t] NMPY2 agent Interfsces
HCOuBroadcastPhslhsci-a] NMPY2 agent Interfsces
HCOuBroadcastPktshsci-b] NMPY2 agent Interfsces
HCOuBroadcastPhs[oopback] NMPY2 agent Interfsces
IHCOuBroadcastPrsmgmy NMPY2 agent Interfsces
IHCOuBroadcastPhsunnel 6369] NMPY2 agent Interfsces
HCOuBroadcastPRsunnel] NMPY2 agent Interfsces

HCOuBroadcastPRs[vian] NMPY2 agent Interfsces

HCOuMulicastPkis]ae1] NMPY2 agent Interfaces

Hinh 21. Paloalto — 3
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Ngoai ra, SmartNOC con hd tro xay dwng cac m6 hinh mang va giam sat n6 theo thoi gian thwe. Gidp
cac giam sat vién tai cac phong NOC c¢6 thé dé dang xac dinh va phat hién sw cb xay ra tai phan khac

mang nao.

Ho Chi Minh - DC - Q9

s

BC_SWITEN_10.0.200.51_BLACE

e st s e
Rt

201
Inc1.05 Mbps / 0ut:932.76 Kbps
[2Gbps ]

Ho Chi Minh - HO - Q9

23.1 Mbps | OuESST.69 Kops
ooooo T4 Glos ]

Q8 TMITCH_10.6.100.62 (10.6.200.62)
2 prableme

oL 10026 Mbps / Ouecdt.6 M.
1 G ]

e
==

CO_AITICH_M0.6.700.62 {10.6.200.7)
1 provtem

1m:114.65 Mbps | Dut-1 52 Mbps
1 Ges 1

DC_CORESMITCHIMID (10.0.255.2541
2 problem:

Inc43.51 Mogs / 01s:55.55 Hps
14 6bps]

DE_FREWALL G (10.0.0.754)

1 prosiem

In:37.23 Mbpe / Out:10.11 Mbps [1 Géps ]

1n:157.462 Mbys 1 Dut-11.45 Moz
1300 Mops ]

113,49 Mg / Ot
4 Ghpm |

In:21.22 Mbps

x / Out
1 Gbps |

In:B4B.67 K

Inc7.8 Mbps £ OUEB.7 Mbps = o

Rebe]

In:37.64 Mbps / Out:B.45 Mbps
1 Gops |

150,

185,85 Mbps

Oue:14.44 s
1

Ho Chi Minh - Q4

'

1n:57.64 Mops
Qut-1.45 Hbps
1 ez

B SWITEH_10.6.200.¢ (10.6.200.4)
3 prcblems

7 Mops

1
e
=

HO_peraie_Swhen (10.6.201.100)
% pretlems

G9_SWITCH_A0L6 200,53 106,200 53
& pretlam:

Hinh 22.

Im:831.05 Kbpa / Out:1.16 Mbps
[5Mbgz]

HSC_FIREALL_GIV_SWP (10.2.0.754)
T prasiem

1n:3M.05 Kb / Dut-776.01 Kbps
[

HeU_FIREWALL GA_SHIF {10,254 254231

11,41 Mbps 7 Dut44.79 Mbps.
e le=s

Network Mapping

HSC_SWATCH CORE (10.2.254.1)
o

Inc8.57 Mbps

45,55 bpz
R

bps ]

c.

(v

3 pratlems.

10239 Kips / Out:491.74 Kbps
80 Mo ]

In:44.87 ibps | Out:7.58 Mbps
80 Mo ]

146,89 g | Dut-9.08 b
[1 Gopa ]

12,01 Ko / 0ut2.35 Mbps
[100 Moz |

Dé thuan tién hon cho nguodi quan tri mang, hé théng, SmartNOC con hé tre tao cac ban d6 theo so db
tang giup dé dang xac dinh vi tri cua thiét bi gap 16i giip giam thiéu thi gian tim kiém va thay thé phu
hop dé giam sat cac Access Point hodc camera an ning & doanh nghiép.

T p b

O G O

b

| | n | n
T
. = - = = [ {7
(. A oevor L L cemv_roomoz /_Roomb3 ] = CCTV_Phong Hop €CTV_Room04
oK 0K { p 1CMP: Unavailable by ICHP ping | () OK # ICHP: Unavailable by ICHP ping
= e = = — I N f)
«Jl= s =E=TN=I W Agpk
A = e L = :
(- -l i (0 - —l_l_
GO &
B2 Bwos ) sot [T I .
GO ! EHE_A
|' Buras =
[ CCTV_PH_02
oK
-
TTTTTTT T n = ¥ ™ E[Q i
L CCTV_HLO1B 5 / CCTV_HLOA | ’ '
||| 1Py unavaitabie by 1P ping. Bl 3 . L O convos
L) oK
of U | I
weo —
Rt wC!
b N D Ouwche
- — — -
)
[oRTR—— ' [
— s J CCTV_06
w10 10 suon oK
Konferenzraum 2 |_l l_ 1 p— — CCTV_HL 02 B §
oK A a ) O © D
(wlnulnluln) - — AT oo o
— = alls o
al ﬁ n Yo = Her -
e L H Ll
| = IES—= P
dudouy -~ o L) J O )
L Wi} - | g
[ | | u
ccTv_12 ceTv_ 11 ccTv_0% CCTv_08 cCTv_07
0 oK oK oK oK
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Hb tro giam sét lwu lwong siv dung trong bang théng mang — NetFlow giup phat hién bt thuo’ng, tbi wu
héa tai nguyén, tdng cwédng bado mat, quan ly hiéu suat, 1ap ké hoach nang cap ha tang va gidm chi phi
van hanh.

Flow Exporter

Clients (bytes)
103311707
10.3.31.408

103431

s 75
- 10331.12
103.1.50

Clients (packets)
pa 10.31.61

103.4.70

9. 10.3.38.226

10331.94

14.238.118.255
Clients (flow records) Servers (flow records)

7118164248

103.31.15 7.9881.229

Hinh 24.  Giam sét chi tiét st dung bang théng

SmartNOC hé tro quén ly cu hinh thiét bi mang (Network Configuration Management) v&i kha nang sao
lwu, so séanh va phat hién khac biét gitra cac phién ban cau hinh. Hé thdng sé tw dong canh bao khi c6
thay ddi bat thuwdng, giup doi ngd van hanh dé dang kiém soét, truy vét nguyén nhan sy ¢ va dam bao
tuan tha chinh sach bao mat ciing nhw quy trinh quan tri ha tang
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VERSION DIFFERENCE OF GROUP_A/FRR-SWITCH-1/VERSION DIFFERENCES
Target

Version 11 (19 days 23 hours ago)

Files changed (1) e

fir-switch-1
B frr-switch-1

- 1 FRRouting 8.1 (d40e677bOc99).
'

! VIP: % Unknown command: show vtp status

'
frr version 8.1
frr defaults traditional

- hostname d4@e07fbocoe
log syslog informational
no ipu6 forwarding
service integrated-vtysh-config
f

- ip route 0.0.0.8/0 172.22.6.1

- ip route 6.0.0.6/0 172.22.0.5

- ip route 10.10.6.6/16 172.22.0.1

- ip route 192.168.10.0/24 172.22.0.1
-

- interface eth@

- ip address 172.22.0.21/24
- exit

-t

end

Current

~ || Version 13 (13 days 17 hours ago) (iatest)

+ | FRRouting 8.1 (€168c1337F20).
.

! VIP: % Unknown command: show vtp status

I
frr version 8.1
fre defaults traditional

+ hostname cl69¢c133ff20
log syslog informational
no ipué forwarding
service integrated-vtysh-config
|

+2 -1

[ Viewed

Hinh 25.

6.3 SERVERS

Giém sét thay déi céu hinh thiét bi mang

Agent cé thé hd tro: Linux, IBM AlX, Fl,'eeBSD, NetBSD, OpenBSD, HP-UX, Mac OS X, Solaris,
Windows. Tién lgi cho ngwdi quan tri lay div liéu va thao tac cac action lién quan khi c6 trigger.

Ngoai ra SmartNOC Server con hé trg cac giao thire JMX, IPMI cho phép ngwdi quén tri mé rdng

Hostgroups Templsies Hosts Mainienance  Actions Eventcomelsion Discovery Services

Hosts

10.102013:
10050

10.10.20.14:
10050

10.10.20.15:
10050

10.10.20.18:
10050

10.10.20.18:
10050

10.10.20.18:
10050

10.10.20.20:
10050

Tai liéu gi¢i thiéu hé théng SmartNOC

pham vi va thiét bj cAn monitor. Vi du str dung IPMI dé& monitor cac server Host ESXi.

Group | DVG-Hosts

Hinh 26. VM

Thong tin cong khai HPT (E)
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Hostgroups  Templates Hosts  Maintenance  Actions  Eventcomelaion  Discovery  Services

Hosts

10.10.18.20: 10850
10.10.18.21: 10050
10.10.18.22: 10050
10.10.18.23: 10050
10.10.18.24: 10050
10.10.18.25: 10050
10.10.18.26: 10050
10.10.18.27: 10050
10.10.18.28: 10050
10.10.18.28: 10050
10.10.18.30: 10050
10.10.18.31: 10050
10.10.19.32: 10050
10.10.18.33: 10050
10.10.18.34: 10050
10.10.18.35: 10050
10.10.18.36: 10050
10.10.18.37: 10050
10.10.18.38: 10050
10.10.19.38: 10050
10.10.18.40: 10050
10.10.18.41: 10050

10.10.18.42: 10050

AANERNA NN RNNREN

10.10.18.43: 10050

Hinh 27. Host

CPU & Memory Utilization SmartNOC server: CPU utilization
50 %
80 %
o
0% N 3.14 % 100 %

DB-Configd2
il CPU utilization

DB-Storage01 SmartNOC server: Memory utilization

59.67 % 50 %

80 %

0% ' 17.26 % \100%

Memory utilization

App01-CongThongTinBanDo: Tota... Serv04-DVED: Used memory

15.59GB 14.91GB

Total memory Used memory

Hinh 28.  Giam sat st dung tai nguyén

6.4 APM MONITOR

Giam sat cac thong s6 clia API theo thoi gian thirc giup ndm bat nhanh tinh trang giao tiép clia cac thanh
phan trong hé thong (rng dung
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API_01 b 20848 3227 M 24 24 T O
API_HMA 0 a 0 0 0

Response latency

300 ms
250 ms
200 ms
150ms
WEBFE_19.21 WEBFE_19.21 100 ms
oK %
50ms W
Web Site APl Monitoring © 035248PM  03S336PM  03S424PM  03SS12PM  O3S600PM 03:564BPM

- AP 01: AP Latency request 90th percent 30ms 546ms 8ims

= API_01: API: Latency request 85th percent 42ms 69.8667ms 134 ms

= API_01: API: Latency request 86th percent 62ms 97T ms 226 ms

Response latency

12ms
oms
08 ms
Hodered 13 HPT abilsapp 04ms
0zms

HPT Mobile App Sync-up APl Monitoring & 03:52:48 P 03:53:38 PM 03:54:24 PM 03:55:12 PM 03:56:00 PM 03:56:48 PM

= API_HMA: AP Latancy request 30th percent oms Oms Oms

= API_HMA: AP Latancy request 35th percent oms Oms Oms

= AP|_HMA: AP Latency request 99th percent oms Oms Oms

Hinh 29.  Giém sét phan héi cua cac APl

Hb tro truy vét cac thanh phan gay nghén anh hwéng téi hiéu suét clia rng dung, trai nghiém s dung
clia ngwdi dung. Gitp nhanh chéng tim ra nguyén nhan, kip thdi xt ly ddm bao van hanh &ng dung én
dinh dat hiéu qua cao.

Service & Operation

- simple_demo_logs
o Q

- mern-backend

simple_demo_logs

Hinh 30.  Truy vét cac thanh phén (g dung

6.5 DATABASES

Giam sat cac thanh phan va performance trong hé quan tri co s& di¥ liéu cé cau tric va phi cau
tric. H6 tro tly chinh script dé 14y cac thong tin can thiét.
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ZBXPOSTGRESTEMPLATEO1: PostgreSQL connections (1h)

16% |40
14% 35
12% 30
10% 25
8% 20
6% | | 15
4% /N—/\ 10
2% _\/ 5
0% - 0
a 2 $§$ § 3 §$ 3 23 @8 3 ¥ 2 8 8 3 8 383 2 2 2 2 =2 82 8§ X ¥ %8 83 8w 38
4 X & A E %A % % ogE e R R R 8 @ @ R N oA e R d B 8
a a2 o
~ ~
™ ©
o o
last  min avg max
[J total connections [avg) 12 S5 10.84 14
[l number of active connections [ava) 1 1 1 1
B number of idle connections [ava) 11 4 9.84 12
l number of idle in transaction connections  [avg] 0 0 0.0123 1
M total connections (%) [avg) 12% 5% 109% 15%
M number of waiting connections [ava) 0 0 0
A 100th percentile: 14 (right)
© Triaaer: PostareSQL idle in transaction connections to hiah on ZBXPOSTGRESTEMPLATEOL (0) =31
Hinh 31. SO lwgng Connections
ZBXPOSTGRESTEMPLATEO1: PostgreSQL summary db stats: block hit/read (1h)
[ 16K
/'\ 14K
/" \.‘ P 12K
fiy b TS Lok
/ A N\ /—" o o fr— 3 g o B
; s \ [N N\ Y g i 0.8K
7 - / \ ¥ \ / N
b /’/ e '\ / \ /) N ,/ 0.6 K
G T e \ > \/ N
v L B ¥ 0.4 K
0.2K
-0
28 § 3 § ¢ 28 2 2 ¥ 2 8 8 3 & &8 =2 4 2 2 2 8 4 I3 L& % /B S 3 7 2
o N % o % X 8 N X N ¥ o W A T ooy Ut G G W @ @ 6 W A W W W o e S
4 = -
o @
o s
® ®
o o
last min avg max
M blocks hit per second [avg] 857 0 73496 206K
M blocks read per second  [avg) 0 0 0.2353 8
Hinh 32.  Chi s6 Block hit/read
ZBXPOSTGRESTEMPLATEO1: PostgreSQL checkpoints (1h)
12 | 31457.:
26214.4
20971.!
157281
10485.°
0.2 5242.81
0 +0ms
28 &8 8 § ¥ % % B 42 o8 8 &8 3 g 2xaEmAal N X R BRAaE X
&% N W E s E % %N E e e 8 s R @ @ e W WG e R W @ @ W e
@ 2 @
o Iy
w w
o o
last min avg max
@ checkpoints by timeout  [avg) 1 0.8571 2
@ required checkpoints favg] [ 0 0
W sync time [avg] 25ms Oms 4.93 ms 31 ms
W write time [avg] 236185ms Oms 14895.21ms 47237ms
© Trigger: PostgreSQL required checkpoints occurs to frequently on ZBXPOSTGRESTEMPLATEOL  [> 5]
Hinh 33.  Chi s6 Checkpoints
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ZBXPOSTGRESTEMPLATEO1: PostgreSQL summary db stats: tuples (1h)
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e : - @ o o~ - - -l o e - w el =3 o~ - w @ o o~ - - o o o~ - e o« e -
T - - w w “w @0 v o o o =3 =3 - - - - B o o o 4 oe " - - - = . g
we S ¥ % ¥ 8§ @ 4 & % o W @ o o GE R @ 8 6 @ W o W i oM e Gl e
k1 - -
o o0
o 3
(=3 o
o o
last min avg max
B tuples deleted per second avg] 0 0 0.0541 2
M tuples inserted per second  [avg] 55 0 4.48 108
M tuples updated per second  [avg] 0 0 0.0857 3
M tuples fetched per second  [avg) 292 0 103K 5.85K
M tuples returned per second  [avg] 2.22K 0 281K 391K
< > A
Hinh 34. Chi s6 Tuples
ZBXPOSTGRESTEMPLATEO1: PostgreSQL table public.sessions scans (1h)
40 80
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20 40
10 20
0= -— 0
m - 3 -l ~ - e L3 o o~ - - Ll e ~ - w o« o o~ - - @ =3 o~ - b Ll =3 ~ ”m
g ¥ % & o v W A g © 6 6 S @ m m = = &4 M N N &N @ ®m o ;. . 0w . g
¢ S ¥ ¥ ¥ ¥ N N g o @ R @ @ @ e @ e e i @ @ el e e e RS e oM B
a - -
o o
~ ~
& ®
o o
last min avg max
@ table public.sessions stat: index scans [ava) 0 0 0 0
I table public.sessions stat: sequential scans [avg] 22 0 18.03 Sl
M table public.sessions stat: tuples read per second by index scans [avg] 0 0 0 0
M table public.sessions stat: tuples read per second by sequential scans  [avg] 2 0 249 79
Hinh 35.  Chi sb session scan
Query Operations Activity
4K 30
VSN SRV T R
2K —vj H_,_\V VA '\_ﬁ v~V 20 A /\/
NV
° ] i 10 VSA Hia [\/\/\/\’ A N \/\/\‘\/
5 3 3% FT¥eoagege sy oEs DU o VOV O Ay BV
2 " 4 4 Ul ] ' 2 2 3 5 |
s S m % 8 4 8 8 8 5 8 B 8 & 8 % 8 5 8 %
last min avg max a 2 8 9 BR 9 8 8 § 4 8 2 &§ 2 £ 8 39
[l MongoDB: Operations: query, rate [avg) 0 0 0.001934 0.1992 @ a2 H a H] H] 2 ] 2 2
Il MongoDB: Operations: insert, rate [avg] 2.34K  796.2246 2.11K 335K 2 p4
B MongoDB: Operations: getmore, rate [avg) 4 0 0.009656 0.9945 ° -
Il MongoDB: Operations: update, rate [avg) ] 0 0.007734 0.7966 last min avg max
(@ MongoDB: Operations: delete, rate (avg) [ [ 0 0 [l MongoDB: New connections, rate  [avg] 0 Rps 0Rps 0.003828 Rps 0.1975 Rps
B MongoDB: Operations: command, rate  [avg] 127975  4.7722 7.1834  14.3563 B MonqoDB: Requests, rate [ava] 14.5695Rps 6.1544 Rps  9.7238 Rps  18.3996 Rps
Network Connections
3 MBps 15
F i R R S
A
S f \J\ /\[UL “/\J\ pJLJ\/_ \/\J\w /_.NL' N
1 M8ps ‘_“'\/J """\J G g ™ W 5
““::a:zﬁa::s:aﬂea:a: "% 2 5 3 2 2 5 =2 2 3 8 s E 3 3 8 3
oM % 2 8 =2 £ ¥ § 2 R4 § 8 % 9 359 fn 48 9 % @4 § 8§99 8 8 8 8 % a g9
B 2 2 9 a E} 4 4 4 3 2 4 3 4 2 a 4 4 2 g
8 3 3 3
last min avg max last  min avg max
W MongoDB: Bytes out, rate  [avg] 147.35 KBps 59.6 KBps 82.22 KBps 176.1 KBps @ MongoDB: Connections, active [avg] 2 2 2.1165 4
B MonqoDB: Bytes in, rate [avq] 1.66 MBps  435.28 KBps 1.37 MBps 2.37 MBps B MongoDB: Connections, current  [avq] 13 11  12.5437 13
Hinh 36.  Théng tin database MongoDB
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Redis: "REDIS.INSTANCEZ2" - cndstat_ping Calls Overview (34m 9s) Redis: "REDIS.INSTANCEZ" - cmdstat_ping Latency Overview (34m 9s)
0.0015 calls - 0.6 usec :
0.0010 calls 0.4 usec
0.0005 calls ; 0.2 usec +
0 calls - . 0 usec - - .
S 3 v 8 5 9 3 % %3 5 4 03 o8 R 2 33 3 8 a3 &2 858 5 ¥ 3 ¥ 35 5 4 3 o5 B o2 g o oz
L% % 4 & 4 4 & % % 4 & § § o4 & o i 4 5 & & 4 5 4 % & & & & o & o4
= 4 & 2 32 3 2 2 3 F 2 F 2 2 a4 08 1 4 = 4 F 2 3 F & 4 3 2 3 4 2 qF 0 8 E g
m m m o
i o o o
& & & i
~ ~ s a
last min avg last min avg
M Redis: "REDIS.INSTANCE2" - cmdstat_ping Calls  [avg] Ocalls 0calls 0.0001 calls W Redis: "REDIS.INSTANCE2" - cmdstat_ping Latency  [avg] Ousec 0Ousec 0198 usec
Redis: "REDIS.INSTANCE2" - crdstat_slowlog Calls Overview (34m 9s) Redis: "REDIS.INSTANCEZ" - cmdstat_slowlog Latency Overview (34m gs)
0.0004 calls : 0.15 usec :
0.0003 calls ;
0.10 usec
0.0002 calls i
: 0.05 usec
0.0001 calls +
0 calls + ! 0 usec -+ -
S s w2 5 3 3 F$ 3T 5§ 4503 0w o0& 2 3z 2 8 M2 a2 =2 5 ¥ 3 F%F ST & L 7 o8 7 2 gz o =8
T0% % 4 % 4 4 4 % % 4 & § § 24 & o i 4 5 & & 4 5 4 % & & & & 0 & & o
= % & 2 3 3 2 2 3 F 2 F 2 2 4 08 1 g T = T = S T B S B S -
m m m o
i o o o
& & & &
a1 H ) o
last min avg last min avg
M Redis: "REDIS.INSTANCE2" - cmdstat_slowlog Calls  [avg] Ocalls Ocalls 00001 calls M Redis: "REDIS.INSTANCE2" - cmdstat_slowlog Latency  [awg] Ousec Ousec 0.0498 us
Redis: "REDIS.INSTANCE3" - cndstat_auth Calls Overview (34m 9s) Redis: "REDIS.INSTANCE3" - crdstat_auth Latency Overview (34m 9s)
0.0004 calls : 2.0 usec :
0.0003 calls 1.5 usec
0.0002 calls 1.0 usec
0.0001 calls 0.5 usec
0 calls + ! 0 usec -+ -
9 0F B B % 8 3 % % B & o8 om o= oz 2 08 oF 8 8 § ¥ 3 %¥ 3 R &3 & &3 2 8 T 2
¢+ 5 & 2 &2 2 2 & & £ 2 F2 &2 2 4 82 5 94 2 & 2 &2 5 2 2 &2 5 2 2 £ 2 &4 08 82 &
& H B A = B
o o o o
o o o o
& & i i
A I s A
last min avg max last min av
M Redis: "REDIS.INSTANCE3" - cmdstat_suth Calls  [avg] Ocalls 0Ocalls Ocalls  0.0003, M Redis: "REDIS.INSTANCE3" - cmdstat_auth Latency  [avg] Ousec Ousec 0.6337 usec
Hinh 37.  Théng tin vé Redis-1
Al scrvens | Redis Monvoring: Redis instances Ovorview
Fator &
Zoom: 5m 16m 30m 1h 2n 3n 6 121 1d 3 7¢ 144 Im 3m 6m 1y Al 20161221 1507 - 2016-12-22 1507
« s>
«x 1y 6m 1m 70 1¢ 120 th 5m | 5m T 120 10 7d m Em 1y 10 txea
Redis: "REDIS.INSTANCE1" - Commands Overview (1d) Redis: "REDIS INSTANCE1" - Connected Gients (1d) Redis: "REDIS.INSTANCE1" - Connections (1d)
15 25 15
20
10 10
s | |
os io I oa
0 L 0s ! . .
i last min avg max i ) last min  avg  max last min avg max -
W Redis: "REDISINSTANCEL" - General: Commands/sec favgl 1 1 1 1 W Redis: "REDIS.INSTANCEL" - Chents: Connected Cllents favg) 1 1 L01 2 B Redis: “REDIS.INSTANCEL" - Clients: Connections/sec [avg] 0 O 0
Redis: "REDIS.INSTANCE2" - Commands Overview (1d) Redis: "REDIS.INSTANCE2" - Connected Clients (1) Redis: "REDIS.INSTANCE2" - Connections (1d)
3K 2s 15
2K 10
1K o5
o
- last min  avg i, last min avg max 5
B Redis: *REDISINSTANCE2" - General: Commands/sec  [avg] B Redis: "REDIS.INSTANCE2" - Chonts: Connected Clients  favgl 1 1 101 2 B Reds: "REDIS.INSTANCEZ" - Clients: Connectionsisec favg] 0 0 0
Redis: “REDIS.INSTANCEZ" - Commands Overview (1d) Redis: "REDIS INSTANCE3" - Connected Clients (1) Redis: "REDIS.INSTANCE3" - Connections (1d)
10K s 1s
oK 20
06K ] | l xe
04K 25
e R i 05
] 15 . s
st mn  avg  max : ot min wvg  max - st min avg max
W Redis: "REDIS.INSTANCE3" - General: Commands/sec [avgl 445 1 41918 819 W Redis: "REDIS.INSTANCE3" - Clients: Connected Cllents favg] 2 2 201 3 1@ Redis: *REDISINSTANCE3" - Clients: Connections/sec favg] © ©0 O
Hinh 38.  Théng tin vé Redis-2
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6.6 STORAGES

Zoom: 5m 15m 30m 1h 2h 3h 6h 12h 1d 3d 7d 14d 1m 3m 6m 1y Al 2019-09-12 12:57 - 2018-08-12 13:57 (now!)

< e
«c 1y Bm 1m 7d 1d 12h 1h 5m | 5m 1h 12h 1d 7d m Bm 1y »» 1h fired

Hinh 39. Storages
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